The Security Gap in
Agents: What It Takes
to Scale Safely

Insights from 800+ global leaders on agent adoption,
MCP readiness, and security gaps



Executive Summary

Drawing on insights from 800+ decision-makers and purchase influencers worldwide, this whitepaper gives you
a summary on where teams are seeing early wins and also what'’s still missing to move from experimentation to

enterprise-grade adoption.

Security and complexity are the top barriers: 40% of respondents cite security as the #1 challenge in scaling

agentic Al, with 45% struggling to ensure tools are secure and enterprise-ready.

MCP shows promise but isn’t enterprise-ready: 85% of teams are familiar with the Model Context Protocol (MCP),

yet most report significant security, configuration, and manageability issues that prevent production-scale deployment.

The teams that win will standardize now on how they build, secure, orchestrate, and ship agents, using the container
foundations they already know and trust. By investing early in this approach, they can scale agents from local

productivity to durable, enterprise-wide outcomes.

State of Agentic Al Adoption: From
Experimentation to Operational Maturity

Al Agent Adoption Is Surging Ahead of Ecosystem Maturity

Al agent adoption is advancing quickly, but the ecosystem is still immature. Organizations across industries view Al

agents' as a strategic priority-94% overall, with nearly half (42%) describing building agents as a “very high priority”.

60% of organizations already report having Al agents in production, though a third of those remain in early stages.
At the same time, 16% of organizations are still unfamiliar with the term “agentic Al,” underscoring how new but
fast-maturing this field is. This could suggest that the coexistence of production deployments and basic unfamiliarity

points to a widening knowledge gap in Al security.
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Note on terminology. Throughout the whitepaper, we will often refer simply to “agents” and “agentic workflows.”
Unless specifically indicated, we are in all instances referring to “Al agents” and “agentic Al workflows.”
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https://www.docker.com/resources/the-state-of-agentic-ai-white-paper/

Early Agent Wins Are Internal: Efficiency and
Workflow Transformation

What's clear is that agent adoption today is driven by a pragmatic focus on productivity,
efficiency, and operational transformation, not revenue growth or cost reduction. Most
organizations are deploying agents internally to optimize workflows and augment teams,
particularly within software, infrastructure, and operations functions where feedback

loops are fast and risk is controlled.

This early inward-oriented focus obscures the true degree of adoption, which has gone
beyond mere experimentation (fully 60% of organizations say they already have Al agents
in production). While some voices are calling 2025 “the year of the agents,” a growing
number of researchers and industry leaders are urging a longer view—one that frames
this as the decade of agents, not the year. Al researcher Andrej Karpathy has suggested

that true agentic Al remains years away from matching the industry’s hype?.

What'’s happening now is the crucial groundwork: organizations are building the
infrastructure, governance, and trust required to sustain the next wave of intelligent,
autonomous systems. Agent adoption is advancing quickly, but the ecosystem is
still young and laying foundations for a multi-year transformation rather than a

momentary boom.

The takeaway is a nuanced one. Al-agent adoption has entered a formative but fast-
maturing phase. Organizations are embracing agents as a practical tool for improving
productivity and operational efficiency, building confidence and capability before
expanding to external or customer-facing applications. This growing foundation of real-
world use sets the stage for how enterprises will address the next challenge of scaling
agents securely and reliably at enterprise scale.

What's happening now is the crucial groundwork:
& organizations are building the infrastructure,
¢ governance, and trust required to sustain the
next wave of intelligent, autonomous systems.

2 https://the-decoder.com/ai-researcher-andrej-karpathy-says-
agentic-ai-is-years-away-from-matching-industry-hype/
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The Roadblocks to Scale:
Security, Complexity, and
Enterprise Readiness

As organizations move from experimenting with Al agents to scaling them in production,
the challenges shift from feasibility to enterprise reality. The barriers are no longer
conceptual; they define how far and how fast agentic systems can grow. Across

the global sample, two obstacles dominate this next phase: security and technical
complexity, each amplified by the growing diversity of models, tools, and deployment

environments, which in turn creates governance challenges.

Security: The Persistent Gatekeeper

Security remains the top blocker for scaling agents. Across industries and maturity
levels, organizations cite security and lack of enterprise readiness as the most significant
limitations in today’s agent tooling. In many ways, agent development is encountering
the same challenges cloud-native technologies faced in their early days, namely rapid
innovation outpacing the maturity of secure, enterprise-grade tooling. Without hardened
security and governance frameworks, adoption risks stalling at the pilot phase, just as

early cloud-native efforts did.

Security concerns arise across every layer of deployment, with 40% of respondents
citing it as their top blocker when building agents. It isn't confined to any one layer of the
stack, but arises across every phase of deployment, from infrastructure to governance to
operations. And the challenges compound as teams scale from pilots to production.

« Infrastructure: As organizations expand agent deployments, teams emphasize the
need for secure sandboxing and runtime isolation, even for internal agents.

« Operations: Complexity and orchestration sprawl are introducing new security
exposures. In our data, over a third of respondents cite challenges coordinating
multiple tools, and a comparable share report that integration itself introduces security
or compliance risks, which are clear indicators of operational fragility as agents move
from pilots to production.

« Governance: There is a strong demand for clear guardrails, policy enforcement, and
auditability at enterprise scale to ensure consistency and trust across distributed agent
workflows. With current tooling, the biggest challenges are ensuring those tools are
secure, trusted, and enterprise-ready, which is the top concern for 45% of organizations.

Together, these layers form a single story: security is not just one barrier among many. It

is the defining constraint shaping how far and how fast enterprises can scale agentic Al.
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More Models, More Tools, More Risk:
Governing the Agent Ecosystem

As organizations diversify across models, tools, and deployment environments to gain
flexibility, that same complexity is giving rise to a new kind of challenge: governance. Each
additional model, orchestration tool, or cloud platform adds autonomy but also enlarges
the surface area. The “price of freedom” is greater coordination overhead and heightened

security exposure, making governance not just a policy question but an architectural one.

Across the survey, enterprise readiness and security consistently emerge as the top blockers
to adoption—symptoms of this same fragmentation. The more components, frameworks,
and models organizations assemble, the harder it becomes to secure and standardize them.

Respondents draw a widening gap between experimentation and safe, repeatable deployment.

The next phase of
maturity isn’t just

about building agents
that work; it's about
building ecosystems
that behave.

The implication is clear: governance isn't just a compliance function; it's what transforms

experimentation into enterprise reliability. Without consistent guardrails and interoperability,

today’s creative freedom risks solidifying into tomorrow’s technical debt and risk.

Leading teams are closing this gap by building governance and interoperability directly into

their architectures, embedding standardized orchestration policies, controlled runtimes, and

secure-by-default toolchains. These teams are redefining “enterprise readiness,” not as a

certification step at the end of deployment, but as an architectural principle from the start.

In this sense, the next phase of maturity isn't just about building agents that work; it's about

building ecosystems that behave.

The following section examines this through the lens of Model Context Protocol (MCP),

which sits at the intersection of these themes: a promising foundation for interoperability

that must evolve rapidly to meet enterprise security and scalability requirements.

Model Context Protocol: A Promising Foundation
That’s Not Yet Secure and Enterprise-Ready

Model Context Protocol (MCP) is emerging as the de facto
standard for connecting agents to external tools and data sources,
essentially forming the backbone of modern agent ecosystems.
MCP enables agents to communicate across diverse environments,
invoking multiple tools, querying knowledge bases, and connecting
to enterprise systems. By providing a common protocol, it aims to
reduce the fragmentation and ad-hoc integrations that currently

create complexity and boilerplate.

Adoption of MCP is high in principle among survey participants who
are further along in their agent journey. Eighty-five percent of global
respondents say they're familiar with MCP, and two-thirds say they

actively use it across both personal and professional projects.
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But implementation remains fragile, particularly in enterprise
environments. While the MCP shows early promise, MCP security
evaluation remains shallow. This suggests that most teams are
operating in what could be described as “leap-of-faith mode”
when it comes to MCP-adopting the protocol without security
guarantees and operational controls they would demand from
mature enterprise infrastructure. As with early container and
microservice adoption, gaining real enterprise trust will require
secure-by-default deployment patterns, including trusted content
and components, verified runtime behavior, and integrated

governance controls.



Security, Configuration, and Overhead:
What’s Holding MCPs Back

The infrastructure burden is already showing. Among all organizations using MCPs, 42% cite operational
overhead in managing servers and clients, while 41% report difficulty with installation and configuration,
and an equal 41% raise concerns about security and compliance. These challenges become even more
pronounced for teams earlier in their agentic journey: 46% of those in the early stage worry about security
and compliance—a clear signal that usability, maturity, and trust gaps are still holding the ecosystem back.

Meanwhile, organizations report rising concerns about security challenges, such as prompt injection, tool

poisoning, and rug pulls (46%), as well as access controls, credentials, and authentications (40%).

BIGGEST SECURITY CHALLENGES WITH MCP SERVERS

Detecting & mitigating security Managing access controls, credentials, Isolating MCP servers from the host
vulnerabilities (indirect prompt injection, & authentication system & other workloads
tool poisoning, rug pull, etc.)

Uncertain about the trustworthiness of Missing enterprise-grade security Not sure, we haven't evaluated MCP
available MCP servers features & fine-grained controls security closely yet

For MCP to scale, it must improve in the areas of discovery, manageability, and security and governance.
Without these improvements, MCP risks falling into the same traps that plagued early service meshes and
APl gateways, promising flexibility but delivering friction. Because MCP underpins how agents get access
to external data and tools, its maturity is critical to ensuring scaling and moving to production can be done
securely inside enterprise environments. In fact, nearly half (45%) of all organizations find guaranteeing
tools are secure, trusted, and enterprise ready to be the greatest challenge with agentic build tools.

The immaturity and security challenges of current MCP tooling make for a fragile foundation at this stage
of agentic adoption. MCPs play a critical role in supercharging agents, enabling them to connect securely
to tools, data, and external systems, but today’s implementations remain early and uneven. Unlocking their
full potential will require a new generation of MCP platforms built for enterprise scale, with secure-by-
default architectures, robust governance, and integrated policy enforcement.

f

|~ For MCP to scale, it must improve in the areas of discovery,
L manageability, and security and governance.
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Conclusion: From Early Wins to Enterprise-Grade Scale

The signal is clear: agentic Al has moved out of the lab and into day-to-day operations. A majority of organizations

report agents in production and building agents ranks as a high priority, but the center of gravity is still inward.

What'’s stalling broader impact isn't a lack of interest or use; it’s trust, complexity, and uneven pathways to scale.
Security remains the dominant barrier, with organizations struggling to ensure tools are enterprise-ready, implement

proper access controls, and maintain secure isolation between agents and systems.

MCP is poised to be the connective tissue for the agent ecosystem, but it's not enterprise-ready by default. While
awareness and experimentation are high, teams are feeling the operational strain of managing a growing number of
MCP tools, configurations, and permissions. Security and trust remain the most significant friction points: it’s difficult to
identify reliable MCP servers, and managing access controls, credentials, and authentication. Emerging threats like tool
poisoning and prompt injection are further compounding the challenge. Until the ecosystem matures with standardized
discovery, configuration, and policy enforcement, MCP will remain a source of both power and operational overhead,

as well as risk.

The path forward doesn’t require reinvention so much as consolidation around a trust layer/infrastructure that provides:
O Access to trusted, reusable content and components

6 Secure-by-default runtimes

¢ Standardized policy enforcement

The core principles of containers, isolation, portability and simplicity should extend to this new infrastructure layer for
agents. For MCP to earn enterprise confidence, it also needs complementary controls for discovery, sandboxing, and

runtime policy.

WHAT LEADING Ensure access to trusted content

and components. Use verified sources

ORGANIZATIONS for models, MCP servers, and agents

to reduce security exposure and build

S H O U LD DO N EXT confidence in the ecosystem.

Codify security as architecture, not a Diversify without drifting. Use multi-
checklist. Treat sandboxing, credentials, model and multi-cloud approaches
and policy enforcement as first-class for flexibility while centralizing
concerns across agent runtime and governance, observability, and

MCP tooling. rollback paths.

See how Docker helps enterprises scale agents. Talk to your account manager, explore the product page, or contact our sales team.
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https://www.docker.com/solutions/docker-ai/
https://www.docker.com/pricing/contact-sales/

